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Introduction to AlOps




Challenges for Every Digital First Enterprises

What's Different & Why Now

( Application Architecture has Public, Private and Hybrid
5 been evolving | Clouds
Impact of these challenges

{ Bad User Experience J _ Brand Hit & User Churn

Expectations from the solution




AlOps Platform Enabling Continuous Insights Across IT Operations
Management (ITOM)

Incidents,
Dependencies
and Changes

Real-Time and
Historical Data

Historical Analysis Task Automation

4l
|

) Anomaly Detection

Change Risk Analysis

SD Agent

b

Performance Analysis Machine Performance Analysis
< - Learning

Correlation and Bia D Knowledge
L g Data

_ Contextualization Management
¢ Platform

Scripts

Runbooks

ARA

2

Source: Gartner
JIERTT C

Gartner



What is AIOPs TaUBSolutions

AlOps Will Provide Consolidated Analysis of Monitoring Data @@ Automation

‘ Q ML L Y

=]
Domain Algorithms
W ’ In{t}rltliiﬁcial Application -

gence Performance =

el Monitorin | on les and Patte
'T?;G%’SE'?"S APM) k= JATE IS L
Real Time Processing

IT Infrastructure

Monitoring (ITIM)
G e
Events Monitoring @ Tickets g@a Logs
ID: 352799 © 2018 Gartner, Inc .I.

Source: Gartner (July 2018) Data S ources

AlOps is the recognition that in our new accelerated, hyper-scaled digital environments, there must be a new
approach that leverages advances in big data and machine learning to overcome legacy, silo-ed tool and human
limitations - Gartner




TaUBSolutions
The Future of Al-Assisted Automation: Triage and Remediation of Problems ™~ el

L e e e e e e e e e e e e e e e |

“Improve
Algorithm”

Y

» Recording successful solutions
in a“tribal knowledge” database

» Classifying problems into
categories

1. Start With What's Known

Source: Gartner

735577 C

» Match a problem
category with a
group of known
solutions from
the database

- Crowdsource

» Suggest a set of
solutions with
probabilities

« Run solution
(offer) (ARA/run
book)

» Track resolution
effectiveness

- Vote on results

2. Match Current 3. Suggest 4. Execute
With Historical and Evaluate

Gartner
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AlOps Maturity Model

Level 0: Manual

Metrics E
vl e-e
B _D : )

Reactive

Reactive incident

Alerts 'S H-® management
- w—
Applications Muoitoringtasl @ = e
E Level 1: Dashboard oM gl AlOPS platform ki

Order

management » ‘/—D
Monitoring tool Example: Manually monitor events, logs, &
servicenow alerts on the dashboard

Proactive incident
management with real-
time dashboards

1

(@)
)
=1

Level 2: Recommendations

2

Predictive

Support AlOps platform g
' ML model pEp B Automated
: ITOM tool = . 2
E Vo i (\4_ 8 identification of root
- } — D —-} —} —} — (3l cause of issue and get
Credit check ! - — -~ :
: Pred Z;‘ctlon - — o recommendations
. : . z
1 L correlaion Actionable insights/
Monitoring tool ML algorithms are implemented on recommendations

the unified data to derive insights

N ~ S s = SR st Sl i Agm gy oo Rn FrustaR e e Automated (Closed-loop)
Level 3: Automation ML model ' ITOM tool f")(‘ A'i‘jop'amrm Auto-remediation Auto-remediation bots

Vo V— @ triggered based on the
e D B m @ = —o—> <\> predictive insights, to
comrelation X fix incidents
= ! e Actionable insights/ Automatically trigger scripts
| recommendations. ______ to enable remediation __

Monitoring tool



Use Cases - AIOPs lal g'éﬂﬂiﬂ]ﬁ

Proactive Intelligent Alerts Root Cause Analysis

Event Correlation Auto Remediation

Predictive Operations




AlOps Trends 2024




Predictive Analytics
Leverage big data and ML deep learning for
predictive analytics and continuous
insights

Integration with Automation Systems

For closed loop remediation with reduced
support teams, with integrations to devops
frameworks like Puppet, Chef, Ansible and API Pred iction

driven

Fine tune Event Correlation Layers .Automate

to reduce alert noise, for faster
RCA and proactive monitoring

Use ML algorithms , cookbook recipesan

knowledge base for advanced event d.Proactive

correlation

Unified Big Data IT
Operational Lake handling
event ingestion at scale

Leverage 400+ pre defined plugins ReaCtlve

and customized adapters to bring in
application, business logic and
infrastructure together
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Potential AIOPs Benefits

Which of the following potential AIOps benefits would be
valuable to your company?

Fasterissue resolution I 72%
Automatic anomaly detection P 69%
Ability to pinpoint root causes T 68%
Increased reliability (uptime) P 64%
Ability to predict outages R 60%
Improved customer experience I 47%
Personnel freed fromissue response I 40%

0% 10% 20% 30% 40% 50% 60% 70% 80%
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SRE using AIOPs Solution

In your experience, what are the possible benefits if an
SRE approach utilized an AlOps solution?

Fewer productionissues (improved application quality) _ 63%
Increased customer experience (fewer errors, faster
T e e 617
applications, increased reliability, etc.)
Improve system visibility (SLI, SLO, performance metices) || NN 55%
Reduced labor due to automation | ;7
Better prediction of release candidate quality — 49%

There are no benefits to using AlOps solutions with SRE I 1%

0% 10% 20%  30% 40% 50% 60% 70%




How Is your
team

currently
using AlOps
Tools?

HOW IS YOUR TEAM CURRENTLY USING AIOPS TOOLS?

Intelligent alerting "
(Alert notifications) 69%

Root cause analysis o
(Event correlation) 61%

Anomaly/Threat 5
detection 55%

Capacity g
optimization 54%
Incident 53%

auto-remediation

TaUBYSolutions
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RESPONDENTS




How is your
team

currently
using AlOps
Tools?

HOW IS YOUR TEAM CURRENTLY USING AIOPS TOOLS?

Intelligent alerting

0
(Alert notifications) 69%
Root cause analysis 61%
(Event correlation) o
Anomaly/Threat 0
detection 55%
Capacity 0
optimization 54%
Incident 530/,

auto-remediation
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Primary
Operational

Benefits of
Using AlOps
Tools

-
TaUBSplunonE
WHAT ARE THE PRIMARY OPERATIONAL BENEFITS OF USING e

AIOPS TOOLS?

Automation of

0
tedious tasks 85%
Suppression/de-duplication/ o
correlation of alerts 80%
Reduction in open
: 77%

incident tickets

RESPONDENTS



What
concerns do

you have
about AlOps
Tools
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WHAT CONCERNS DO YOU HAVE ABOUT THE USE OF
AIOPS TOOLS?

Data accuracy 67%
Skill gaps (Data science,
Machine learning, 64%
Inferential analysis)
Errors/Loss of control 52%
Lengthy 0
implementation cycles 46%
Jobs elimination 39%

RESPONDENTS



How long did
It take to

Implement
AlOps
Solution
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HOW LONG DID IT TAKE TO IMPLEMENT YOUR AIOPS SOLUTION?

Greater than six months
Three Months to six months 40%

One month to three months

Less than one month

RESPONDENTS
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HOW LONG DOES IT TAKE FOR YOU TO HIRE MACHINE
LEARNING/ARTIFICIAL INTELLIGENCE ENGINEERS?

How long i

does It take

(Vp]
I_
. =
you to hire? 3 33%
O
(&1
wn
LLl
(0a
13%
Less than 6 months 6-12 months Greater than 12

months




Practical Implementation Strategies




Use case - Auto Remediation

® Lead Indicators (Volume, Failures and TAT) are collected from the application

TaUBSolutions

Taking you Beyond

e Colden signals (Metrics that matters) are collected from all dependent infrastructure components - Server, App Server, Web

Server, Database, Network, Storage etc.

® Programmable Alerts with Auto-remediations are configured for various lead indicator and golden signals

Database has long
running queries

Auto-remediation
ansible playbook is
invoked.

Playbook removes the
long running queries

Long running queries
results in DB calls
taking more time

DB operations returns
to normal and alert is
cleared

Application DB
Connection starts timing
out

User Transactions are
failing and Technical
Declines increases

User Transactions are
processed as before



Overall Understanding of the Layers

Business Process /
Customer Journey Layer

- O Application & Log
Layer

Application &
Log Layer

Failure in
next 10
Mins

. Business Views

- Faster RCA

- Reduced Alerts

- Anomaly Detection
. Proactive Incidents
. Big Data Operational
- Lake

. Capacity Planning

b R Infra
Infra Layer y ‘ Layer =

TaUBYolutions
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eal Time Use Case

IBMB Application Delivery Infrastructure
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Actionable insights

Observability
Maturity

APM

— Collect data based
on predefined metrics
and logs

— Analyze long-term
trends

— Reactive to problems
as they occur

Observability

— Look at data with
context to understand
system health

— Identify root cause of
performance problems

— Proactive detection of
problems

Proactive issue

prevention with AIOps

— Use AI/ML to detect
patterns in data

— Predict issues based
on system outputs

— Resolve problems
without manual
intervention

TaUBSolutions
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Observability maturity
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Key Challenges in Implementing AlOps

Organizational
Change

Lack of Management
Domain

Inputs

Monitoring
Coverage &
Data
Availability

] Rigid
Cost Savings Process

Expectations

AI O Ps Lack of
Predictive c h a I I en ges U:tfi:;l':tca;‘rin:ing

Analytics

Challenges Learning &
AIOPs

Data Drift Expgctations
Mismatch

Challenges Fragmented
in Machine Functions &
Learning CMDB




Case Studies and Best Practices




Align Build Data
the goals Integrations

Five Step in each Identify Top and Data Build
Assessment of the steps Use Cases Lakes Insights

AlOps Roadmap



Assessment

Descriptive: Descriptive assessments
can be used to identify problem behaviors,
to track progress over time, and to
evaluate the effectiveness of interventions

Diagnostic: A diagnostic assessment is a
type of assessment that is used to identify
strengths and weaknesses in a particular
area

Predictive: A predictive assessment is a

type of assessment that is used to predict
future outcomes.

Prescriptive: Prescriptive assessment is a
type of assessment that is used to
prescribe specific interventions or

instruction.

Automation: Automation is the process of
using Aland ML algorithms to automate
tasks and interventions deciphered in the
above steps.

TaUBSolutions

Taking you Beyond
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AlOps as Part of an IT Monitoring Strategy

IT Stack Persona & Vendors,
RAW Data Tools &
(}deeﬂﬂlgrfnm pispose Capabilities

Application Data AlOps 18O Head Shortlist
Needed
Network generated by e clO vendors based
the stack, like on the data &
bl L CPU utilization Lo icu personas
HOW do yOU Infrastructure and logs Architect
Perform?

What transformation or
[ > contextualization is needed to 1
address the persona & purpose?

Does the raw data Is the data relevant
serve the purpose to the persona?

T Do we need additional raw data ? % ]
Is it superfluous?

Source: Gartner




Operations Automation

User Experience

Actionable Insights

Big Data, ML and Al Services
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Data Pipeline Architecture

Data pipeline
A data pipeline is an automated system for transferring and transforming data.
It is a series of steps that allows data to flow from one system to another in the correct format.

Ingestion Processing Front end
!' . ' |
- |
=
! ‘
(©
O
2 / ' '
2 ’ \ ’
-
©
)
Data Pre-Processing Information Presentation
Ingestion Extraction Area

A data pipeline architecture is the design and implementation of the code and systems that copy, cleanse,
transform, and route data from data source systems to destination systems.



https://www.estuary.dev/what-is-a-data-pipeline/
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AlOps — Artificial Intelligence for IT Operations

[ 4 PY ®
... * Historical Data Analysis
Monitor ; .
IT Ops Team * Real Time Analysis
‘ Engage

(M.E.LT) Dataand Telemetry « Pattern Discovery

. * Root Cause Analysis
Metrics Big Data y
Events P * Predictive Analysis
Logs Machine w—_g

* Probable Adaptive
Traces Learning Models i
Remediation

Functions of AlOps

Data . , : | e _ N
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Enhancing Observability with AIOPS

E-'. Iwsd ._.r
. . @ R " ; Self Healing Application
Historical Data il N
1.—. o III:.I.' I'l._ll -
Rea I -1 i mE D ata IIII.I.II Il.l.llll
) L kak

¥ thaFisldCTC.com




Use Cases and Challenges




Step 1 Step 2 Step 3 Step 4 Step 5

Define Define WDefine Data Install and

AlOps AlOps Sources and § Conﬁgure
Charter Landscape Integration AlOps
Methods Engine

e Define AlOps e Align Project e Define AlOps e Define datasources e Define AlOps
objective. Manager and SMEs implementation for AlOps Use Cases system.

’ from tools & process. scope. and Scope. )

e Funding and e Validate Data
approval from e Establish e Define AlOps e Defineintegration Source and test
leadership Governance Use cases and KPls. method and integrations.

Mechanism. techniques.
Step 6 Step 7 Step 8 Step 9 Step 10

Depol
Configure W@ Ser%ic)é | | Deploy Celebrate

M r
sasurs & Share

Success

Features Features 2 Features Success

e Configure ML e Integrate observe e Phase e Measure defined e Share success

Aloarithme and lavvar with carvicra timnlamantatinn KDle wiith faarm



How to Evaluate an AlOps Tool Tal B‘ISU]U“Uns
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The following evaluation criteria can be used to select an AlOps tool:

Criteria to Evaluate an AlOps Tool m

1. Core Functionality: ) 4 ) 4 v

a. Monitoring

b. Anomaly Detection

c. Root Cause Analysis

d. Automated Remediation

e. Predictive Analytics

f. Integration With Existing Infrastructure

2. Performance at Scale: x v )(

a. Ability to analyse large volumes of data in Real-Time

3. Ease of Deployment and Use: % % v
a. Ul/IX, Workflow
b. Ease of Integration with Existing Infrastructure, Systems and
Processes
c. Ability to Support Cloud-Native Environments,
Containerized Applications, and Hybrid Infrastructure
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IT Service Analytics Insights

Roles/ Personas Use Cases Challenges

Operation Managers m SLA Analytics

Support Teams m Change Analytics
End Users
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Applications and Infrastructure Insights

Roles/ Personas Use Cases Challenges

Administrators Anomaly Detection
Architects Log Insights
Procurement Team Capacity Insights

App Users Smart Alerts
ClOs

CFOs
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Digital Experience Analytics Insights

Roles/ Personas Use Cases Challenges

End Users Business Insights
CFQOs, ClOs User Experience
Procurement Manager Enrichment
Vendor Managers CIO Initiatives

IT Business Analyst Observability
IT Vendor
Management




Certification




Y Bl SM AlOps Practitioners deliver business value to
Devops A I O p S F O U 1 d d h on customers through applying artificial intelligence

l n st i t u "‘e to operations, enabling DevOps and engineering

B L U E P R | N T teams to deliver reliable, secure application
A member of the PeopleCert Group environments and software systems.

Core Technologies: Machine Learning (ML) AlOps Use Cases and Organizational Mindset

AlOps Foundation

AlOps became relevant in today’s IT landscape AlOps relies on two core technologies: AlOps has evolved from conditions such as the
because of rapid growth in the industry with core Big Data to generate important data and Machine maturity of ML and Al, massive increases in data
technologies including big data and machine Learning for inference, classification and prediction. volumes and the ever-growing complexity of today’s
learning to collect and aggregate large amounts systems. Adopting AlOps works to solve these
of data quickly and effectively. issues but imposes a need for shifts as to how

BENEFITS \ teams approach operations.

Evaluating AlOps Impact

Understanding and tracking the performance

AlOps in the Organization

Embarking on an AlOps journey in an organization

allows AlOps to interact and enable other of an AlOps solution is critical for the solution to

practices and techr?lcallﬁ)mgms togetherin produce the desired outcomes, as well as towards
anenterprise 11 landscape. hwmfﬂwﬁval\dredmmheﬂm continuously improving its value to the organization.

}\i o i .:. L 17 ,»t a s 4.-.,.‘. ." /' . . . .
Core Technologies: Data - — - - Implementing AlOps in the Organization
AlOps and Operations Metrics i ' g :
AlOps relies on core technologies to replace manual Ensure that this strategy is well-documented and is

Ty shared and accepted by the various stakeholders
processes. AlOps will implement Al to leverage data Being able to quantify the reliability, maintainability that will be involved. Without a clear strategy, with
using numerous sources such as Big Data, Analytics

: - 4 and performance of a system into absolute metrics is clarity on the desired outcome, is perhaps the
and Machine Learning to create an AlOps solution. critical to effectively understanding itand improvingit.  number one reason why an AlOps initiative may fail.

© DevOps Institute - A Member of the PeopleCert Group www_peoplecert.org/ www._DevOpslinstitute.com
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